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ABSTRACT:  
 
Due to open transmission medium wireless networks are usually more vulnerable to various security 
threats than the networks with guided transmission medium. In addition to open transmission 
medium, sensor nodes are usually deployed in unattended environments; hence, providing security is 
an even more crucial requirement for WSNs. For example, security in military applications is of 
paramount importance, since accurate information is the key to taking effective actions and avoiding 
own losses. Taking military surveillance networks as an example, we come to conclusion that a 
secure network must guarantee confidentiality, integrity, authenticity and availability of all the data 
transmitted in the network; otherwise, it loses its purpose. However, beside the described example of 
military surveillance, most of the WSNs’ applications mentioned in the previous sections would not 
function correctly if appropriate security measures are not taken. If a WSN could be easily 
deactivated or manipulated by competitors or criminals, the consequences could be serious financial 
damage or even threats to human lives.  Given that the sensor networks pose unique challenges, 
traditional security techniques used in traditional networks cannot be applied directly. 
 
1. INTRODUCTION  
Specialization of the wireless ad-hoc mesh networks are wireless sensor networks (WSNs). WSNs 
inherit all characteristics of ad-hoc mesh networks like being self-organizing, self-healing, wireless 
and adaptive networks. WSNs are composed of large number of inexpensive wireless sensor nodes, 
deployed in a physical environment for observation of an event of interest. Every node can not only 
communicate with its neighboring nodes, but also collect process and store data/information. A sensor 
node is a very small device that represents the integral part of WSNs. These nodes are being produced 
at a very low cost and yet with high levels of sophistication in terms of computing power, energy 
consumption savings, and multipurpose functionalities [1]. WSNs are usually deployed in a remote 
and hostile area, which is usually called the monitored region, for monitoring purposes. Because of 
the low deployment cost requirement, sensor nodes have simple hardware and severe resource 
constraints. The limitations in computation, communication, memory, storage and energy make many 
security algorithms inappropriate for use in wireless sensor networks. Therefore, providing efficient 
security solutions to protect sensitive information transmitted by sensor nodes is challenging task. 
Security is an important issue for wireless sensor networks in both military and civilian applications 
such as target tracking and security monitoring. Once one or more of the nodes are compromised, 
they could generate false measurements or false target-state predictions into the network, and those 
nodes which receive such information will not be able to produce correct target state estimates. The 
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combination of these factors demands security for sensor networks to ensure operation safety, secrecy 
of sensitive data, and privacy for people in sensor environments [1]. 
 
2. SECURITY REQUIREMENTS IN WSNs 
 
Before we list some of the most important attacks against a WSN, we first have to describe the 
security requirements that have to be considered in a typical WSN, such as follows: 
Confidentiality implies discretion in keeping information secret from the third parties. For example, 
sensitive sensor data, such as the strategic military information, require confidentiality. It is one of the 
most requested properties from the WSN applications. If it were possible to manipulate the reports of 
a WSN, forces may be misguided and could give the enemy an advantage [2].  
Integrity of a WSN implies the communication recipient has to verify that the received messages have 
not been modified during transmission or delivery. Data integrity guarantees that a message being 
transferred is never modified or corrupted. It is very important because even if intruders cannot obtain 
the data, if compromised nodes corrupt the transmitted data, the network may not function properly. 
Authentication in WSNs is the process of determining whether message is, in fact, from where it 
claims it is, or what it is declared to be. The sensor nodes must determine the identity of the peer node 
they are communicating with and authentication enables that. Authenticity guarantees that a message 
is authentic. 
Availability is the accessibility of input and output ports, and in WSNs the availability guarantees the 
survivability of network services despite Denial of Service (DoS) attacks. Although gaining control of 
a single sensor does not frequently compromise the functioning of the network, it, however, turns into 
a harmful threat when it is set up in a distributed manner (Distributed Denial of Service). 
 
3. CLASSIFICATION OF ATTACKS ON WSNs  
 
Wireless sensor networks mostly consist of a large number of nodes, thus monitoring each node is 
almost impossible, which leaves ample ways for physical and logical attacks on the network and a 
breakdown in communication. A sensor node can, therefore, be reprogrammed, modified and returned 
again to the network, or the other way around; the sensor node could be designed with the ability to 
deceive the network so that the network accepts it as its own member.  We can distinguish three main 
types of attacks [3]:  

a) Wasting of limited resources such as network bandwidth, memory, power, energy, etc. 
b) Modification or devastation of configuration data. 
c) Physical destruction of the sensor nodes. 

The attacks can be classified in various ways; one approach is to classify them as passive versus 
active. Passive attacks do not obstruct the operation of the network, as active attacks do; however, this 
feature makes them almost impossible to detect. Attackers use passive attacks to come by 
unauthorized information, but without leaving any trace. The information that a passive attacker is 
trying to get is mostly: identity and position of the nodes, cryptographic material and similar, but it is 
not limited to this tape of data only. Active attacks, on the other hand, try to prevent communication 
or alter communicated data. 
Another manner of classification is into two types: the sensor node-based attacks and the network-
based attacks. Fig 1 shows this classification of possible WSNs attacks. As it is evident from the 
figure, the sensor node-based attacks are further classified into: user compromise, hardware 
compromise and software compromise.  It is also evident that the network-based attacks are further 
classified into: interrupting messages, intercepting messages, fabricating false messages, replaying 
existing messages, and modifying existing messages [4-5].   
User compromise attacks imply that a user is somehow deceived to reveal confident information to a 
third party, but since the sensor nodes do not require human interference, this sort of attacks are not 
subject of discussion in the thesis.  
Hardware compromise attacks imply that some third party meddles with the hardware. The aim of this 
sort of attacks is to get the program code, and to obtain the data and secret keys stored inside of a 
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sensor node. The surroundings, from which the sensor takes its input, could be intentionally altered. 
For example, if the purpose of the sensor node is to measure the level of humidity, say in gardens, so 
that it can turn on the watering system, artificial water can raise humidity on the sensor itself, and in 
this way provide the node with false data.  
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Fig. 1: Classification of attacks on WSNs 

Software compromise attacks imply that some third part meddles into software. As in other networks, 
breaking the operating system that is, at the time, running is main aim in this attacks on WSN. The 
operating system running in a sensor node is vulnerable to popular exploits such as buffer overflows. 
Interrupting message attacks are basically attacks on availability. An example of these sorts of attacks 
is the attack on the availability of aggregated data. Availability is jeopardized when the aggregating 
node is compromised by an attacker. This would allow the attacker to delay or suppress a report, at 
least temporarily. This sort of attacks in which an attacker infiltrates the network is much more 
harmful then attacks outside the network. The most important attack from this group is denial of 
service attack (DoS). 
Intercepting message attacks imply that some third party is intercepting messages, which entails the 
lack of confidentiality, since an unidentified party is eavesdropping on the information conveyed in 
the sent messages. Data link level encoding is not enough to efficiently hide the content of messages 
from an active attacker and to prevent listening in and falsifying messages. Consequently, the only 
way to preserve confidentiality is end-to-end encryption. 
Altering existing messages attacks are a direct threat to message integrity. The intention of these 
attacks is, for example, to corrupt routing, which would result in the wasted energy on incorrect 
routing. Their aim is also to confuse or mislead the parties involved in the communication protocol. If 
message are intercepted, it entails possibility that messages are altered. Secret keys and successful 
cryptanalysis are an important defense against these sort of attacks. Apart from cryptanalysis, 
techniques for detecting faulty input are also necessitated. 
Attacks by fabricating false messages threat message authenticity, and it is an additional mode of 
manipulating the functioning of a sensor network. When one sensor node emits messages, it might not 
be possible for other nodes to decide whether these messages are the result of correct functioning or if 
they are faked. Results of these attacks might be reporting false sensor readings, which may have 
dangerous consequences, depending on the application for which the sensor is used.  
Attacks by replaying existing messages threaten message freshness. Since freshness only helps 
safeguard other security requirements, it means all other security requirements such as integrity, 
authenticity, etc. could be jeopardized [3-5]. 
 
Another classification of attacks on WSNs is to invading and non-invading attacks. Ordinarily, the 
targets of non-invading attacks are the timings, power and frequency of a channel.  Invading attacks 
target availability of WSNs, transference of data, routing, energy etc. The most widely known and 
thought of attack of this class is Denial of Service (DoS) attack. In DoS attacks, attacker tries to make 
WSN inaccessible.  
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4. DoS ATTACKS IN WSNs  
 
A DoS attack is any event that demeans the capability of a network to provide a service to which 
network is entitled; or as it is defined in [6-10], a DoS attack is the result of any action that prevents 
any part of a WSN from functioning correctly or in a timely manner. These attacks work in such way 
that the opponent interferes with the normal functioning of a network by overloading it with 
continuous requests. In these circumstances, the targeted network does not respond to legitimate 
traffic, since it is too busy with replaying to continuous requests by the attacker, and the attacker’s 
main goal of making the target’s systems unavailable to legitimate users is fulfilled. A DoS attack is a 
persistent attempt by an adversary to degrade the services of the network as well as its functionality 
and quality of service (QoS), which disrupts wireless transmission and causes information loss. In 
summary, the main aim of this kind of attacks is consumption of network’s resources such as 
bandwidth, memory, energy and processing power by sending extra unneeded packets and, thus, 
preventing legitimate network users from accessing services or resources to which they are entitled. 
 
Typical DoS attacks at physical layer are jamming and tampering; at link layer, attacks are collision, 
exhaustion and unfairness; at network layer, attacks are false routing, selective forwarding, hello 
flood, black holes etc; at transport layer, DoS attack could be performed by malicious flooding and 
de-synchronization; at application layer, path based DoS and attacks by reprogramming sensor nodes 
are common. 
 
4.1 DoS ATTACKS AT PHYSICAL LAYER OF WSN 
 
Physical layer defines the methods used to transmit and receive messages (frames) by the radio port. 
In other words, physical layer determines frequency, data rate, signal modulation, etc. The standard 
DoS attacks on physical layer are jamming and tampering [11]. 
 
A typical scenario of a jamming attack is interfering with the radio signal that is used by sensor nodes 
for mutual communication and for their communication with the base station. This interfering with 
the radio signal is generally performed by distorting the sending and receiving frequencies using 
heavy noise stages. There are many different attack scenarios and schemes that a jammer can execute 
in order to interfere with other wireless communications, so it is very hard to describe all possible 
scenarios of attacks. Nevertheless, it is important to distinguish four main categories of jammer 
attacks: constant jammer, deceptive jammer, random jammer and reactive jammer.  
 
In most military applications, WSNs are located in an enemy territory. Regardless of the position of 
sensor nodes, or the components of a WSN, an enemy can physically destroy the sensor nodes in 
brute force manner, but they can also make more insidious devastation by performing sophisticated 
analysis and inserting their own programs into the sensor nodes.  When an attacker can tamper with 
the sensor nodes physically, interrogate and compromise them, this type of attack is called tempering. 
 
4.2 DoS ATTACKS AT DATA LINK LAYER OF WSN 
 
Error detection and correction is the main function of the data link-layer which is, in some sources, 
referred to as media access control (MAC) layer. Linked schemes that rely on the feel of the common 
carrier, which enables sensor nodes to detect if other neighboring sensor nodes are broadcasting, are 
particularly vulnerable to DoS attacks. Typical DoS attacks of data link-layer are collision, exhaustion 
and unfairness.  
In collision type of attack, an attacker can cause collisions or corruption at the link-layer. A collision 
takes place when two sensor nodes aim for simultaneous transmission on the same frequency channel. 
Since they transmit on the same frequency, it is very probable that packets will collide. In collisions, 
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small changes in the key packets elements, such as fields that contribute to checksums or the 
checksums themselves, might take place. The result of these changes in checksum is that these 
packets will be thrown away at the receiving end. 
Exhaustion type of attack implies that an attacker has a mission to exhaust the channel of a WSN by 
endlessly requesting and transferring over it. Since the attacker is using channels for itself, then other 
sensor nodes are in starvation for one. The results of this attack are multiple collisions and exhaustion 
of power nodes.  
 Unfairness is a feeble form of a DoS attack. However, since it is in nature based on repeated collision 
or on exhaustion-based attacks, it results in degradation of QoS. Furthermore, a message would be 
late at its destination; thus, in case of a real-time application, availability of service would also be 
jeopardized, since a user would be missing its deadlines. 
 
4.2 DoS ATTACKS AT NETWORK LAYER OF WSN 
 
When WSNs are spread in a large area with density deployment, messages might cross many hops 
before arriving at the aimed destination. As the number of packets increases, the probability that the 
network will miss or misdirect a packet along the way increases. In WSNs, every sensor node is a 
potential router, which means that it is even more conquerable. Protocols for routing in WSNs must 
be both simple and robust. Since network layer in WSNs is so vulnerable to DoS attacks, there are 
many sorts of those attacks, however the most famous and the most dangerous routing attacks in a 
multi-hop environment: sinkhole attack, Sybil attack and wormholes.  
In a sinkhole attack, the intention of an attacker is to guide all neighboring nodes to set up routing 
paths through a malicious node [9], creating a metaphorical sinkhole with the adversary at the center 
[12]. After this first advertisement, the adversary intents to lure nearly all traffic from one part of the 
WSN area through a compromised node. This deception of sensor nodes works, because the attacker 
makes the compromised node look like a zero-cost routing point to the surrounding nodes with 
respect to the routing algorithm. 
A Sybil attack occurs when a malicious device illegally presents itself with more than one fake 
identity to other neighboring sensor nodes in the network. This sort of attack is especially dangerous 
in geographic and multipath routing protocols, because the compromised node may pretend to be in 
more than one place. 
Wormhole is another version of sinkhole. In a wormhole attack, two attackers have a second radio for 
communicating over a higher power wormhole tunnel, and long- range link. Their goal is to minimize 
farness between each other by communicating over second radio with high power. They convince the 
other sensor nodes which are multiple hops away that they are closer to the base station than they 
really are. 
 
4.3 DoS ATTACKS AT TRANSPORT LAYER OF WSN 
 
Usual DoS attacks of transport layer are flooding and desynchronization. A flooding attack floods out 
resources of the targeted victim, be it memory, processing cycles or bandwidth. This type of attack 
might be very expensive if an attacker has the same configuration and limitations as its victim. 
In the desynchronization attack, the opponent repeatedly fakes messages to one or both end points. To 
accomplish this, it tries to modify the control flags and, on certain occasions, the sequence numbers. 
As a result, normal legitimate users are prevented from sending and receiving messages among 
themselves.  
 
4.3 DoS ATTACKS AT APPLICATION LAYER OF WSN 
 
Ordinary DoS attacks on application layer are path based DoS and reprogramming attacks. Path based 
DoS is an attack in which nodes along the entire communication path from the source to the base 
station, in the direction towards the forwarding information, are drained by a number of bogus 
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packets, sent to the path towards the base station [13-14]. Since nodes are so busy by themselves, they 
are prevented from transmitting the legitimate traffic.  
 
Sometimes sensor nodes need to be reprogrammed, and if this is not done under secure conditions, 
attackers may easily be able to get access and actively cut off a portion of the network by use of 
bogus messages and make attack by reprogramming. 
 
5. CONCLUSION 
                                   
In this paper, some enlightening information on WSN security and possible attacks are introduced. 
There are also many other attacks which can obstruct the fluent functioning of a WSN such as 
Homing, Greed, etc. In some circumstances, attacks may overlap with each other; hence, the entire 
WSN, or a certain part of it, can be under two or even more attacks. We did not describe these 
scenarios, since those are specific attacks.   
Due to page limitation, we are able present only a subset of the work we that have been surveyed, we 
plan to prepare the extended journal version of this paper covering all security threats in WSNs in 
detail.     
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